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DETAILED ACTION 

Response to Arguments 

Applicant's request for reconsideration of the finality of the rejection of the 
last Office action is persuasive and, therefore, the finality of that action is 
withdrawn. 

Applicant argues that Roese does not teach forming an IP packet where 
the header data includes additional data defining restrictions. Examiner 
respectfully disagrees, Roese teaches the use of a tag for defining boundaries as 
described in paragraph 115, where paragraph 116 states "the server generating 
a data packet to transport the data over the network can add this tag while 
generating the data and/or packet", where Roese states in paragraph 1 17 "a 
device within system 100 and/or the data itself determines (step 625) whether the 
data is outside the permitted location(s)" and paragraph 98 teaches the device 
limiting the packet transmission in system 100 of Fig. 1 being a firewall, where 
paragraph 98 states "firewalls are primarily computer programs designed to 
analyze packets and, from that analysis, make a determination as to whether 
packet transmission into or out of the network is permitted". Therefore, data 
added to the packet based on the tag during generation of the packet includes 
the given additional data, where the firewall may analyze the body or header of 
the packet, it is understood that both placing additional data in the header and/or 
the packet is taught such that the firewall has means to properly analyze the 
additional data of the packet to determine restrictions. 
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Applicant argues that Roese does not teach two states indicating certain 
restrictions. Examiner respectfully disagrees, as stated above the additional data 
in the packet as a result of the tag provides boundary restrictions, and the 
additional data does have two states indicating certain restrictions, paragraph 
1 15 of Roese states "defined boundaries (e.g., a present device, a room, ..." 
where a first state being the additional data prohibiting the transmissions of the 
copy of data in the packet to certain destinations and a second state being the 
additional data prohibiting transmissions to any destination that is outside the 
present device meaning transmissions to any location from the present device is 
prohibited 

Applicant argues that Roese does not teach limitations "concerning 
physical location and proximity" or restriction transmission based on "destination 
address specified in the packet header". Examiner respectfully disagrees, where 
claim 4 states "forming an IP packet" with corresponding limitations and claim 1 1 
states "receiving an IP packet" with corresponding limitations. As described 
above, Roese teaches both generating an IP packet with additional data 
conveying restriction information at a first device location (Fig. 1 , item 104 ). and 
receiving and analyzing the generated IP packet at a second device location (Fig. 
1 , item 114 ) such as a firewall. Where at the second device it is determined as 
stated in paragraph 1 1 7 "if the data is going to be routed in the next hop to a 
location that is outside the permitted location(s)" thus the destination of the 
packet determined in the packet header is analyzed and further, the permitted 
location may be as stated in paragraph 115 the present device being that the 
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data is not permitted transmission at all outside the first device. Therefore, the 
packet received at the second device determines according to the additional data 
that the packet is in a first state being that it is prohibited from any transmission 
outside the first device and the second device accordingly prohibits further 
transmission. On the other hand, when the second device receives the packet 
and determines according to the additional data that the packet is in a second 
state being that transmission is allowed but also prohibited from transmission to 
devices not within a set region ([01 15]), the second device will accordingly 
prohibit further transmission when it is determined the next hop for the packet to 
be routed to is not a physical location within a specified region. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

(e) the invention was described in (1) an application for patent, published under section 
1 22(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351 (a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

1 . Claims 4, 7-9, 1 1 , and 1 3-1 7 are rejected under 35 U.S.C. 1 02(e) as being 
anticipated by Roese et al. (US 2003/0217122 A1 hereinafter Roese). 
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Regarding claim 4, Roese discloses "a method of data processing that 
includes forming an IP packet having header data and body data, wherein the 
header data includes a first destination address, the method comprising: 

forming said header data to additionally include additional data specifying 
whether it is permissible to send a copy of data in the packet to a second 
destination address, wherein the additional data has at least two states, 
respectively indicating: ([01 1 5]-[01 1 7], a tag is used for generating a packet with 
additional data for placing transmission restrictions as described above) 

(a) it is not permissible to send a copy of data in the packet to any second 
destination address; or" ([01 15], Fig. 1, where paragraph [01 15] of Roese states 
'defined boundaries (e.g., a present device , a room, where the tag 
incorporates both states being that the tag may prohibit transmissions to certain 
destinations or prohibit transmissions to any destination that is outside present 
device meaning transmissions to any location from the present device is 
prohibited) 

"(b) it is not permissible to send a copy of data in the packet to any second 
destination address except to a second destination address within a domain that 
also includes the first destination address" ([01 15]-[01 18], Fig. 6, describes 
preventing the data from being sent to any other destination, [01 17] describes 
selectively preventing data from being sent to any destination outside of a set 
domain, [01 15] describes a device may not transmit data to any other destination 
outside a domain, where no device may be authorized to receive the content no 
matter the device location). 
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"wherein said domain comprises networked devices associated with a 
single family" ([01 15], any devices that belong to a single entity such as a 
campus regardless of who uses the devices belonging to the single entity 
constitutes as a domain of network devices associated with a single family where 
the restrictions on the exchanging the content may be limited to within the 
domain of the single family such as any network devices within a campus) 

Regarding claim 7, Roese discloses "the method of claim 4 wherein a 
device associated with the first destination address has a first physical location 
and a device associated with the second destination address has a second 
physical location, and the additional data includes a field signaling that copying of 
data in said packet to said second destination address should be: 

(a) permitted if the second physical location is physically proximate to the 
first physical location; and 

(b) prohibited if the second physical location is physically remote from the 
first physical location" ([0100]-[0103] describes the location limitation being a 
physical location limitation) 

Regarding claim 8, Roese discloses "the method of claim 7 wherein the 
first and second destination addresses are within a common domain" ([0100]- 
[0103], Fig. 1 , Fig. 8, where the first and second destination devices can be 
within a common domain). 
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Regarding claim 9, Roese discloses "the method of claim 7 wherein the 
first and second destination addresses both correspond to network devices 
associated with a single family" ([0100]-[0103], Fig. 1, Fig. 8, network devices 
allowed within the network may be limited to a single family). 

Regarding claim 11, Roese discloses "a method of data processing that 
includes receiving an IP packet having header data and body data, wherein the 
header data includes a first destination address, the first destination address 
corresponding to a device at a first physical location proximate to where said 
method is practiced, the method comprising interpreting additional data in the 
header of said packet as specifying whether it is permissible to send a copy of 
data in the packet to a second destination address, wherein:" (Roese teaches 
both generating an IP packet with additional data conveying restriction 
information at a first device location, Fig. 1 item 104 . as described in claim 4 
above, and receiving and analyzing the generated IP packet at a second device 
location, Fig. 1 item 114 , such as a firewall as described in the response to 
arguments above. Where at the second device it is determined as stated in 
paragraph 117 "if the data is going to be routed in the next hop to a location that 
is outside the permitted location(s)" thus the destination of the packet determined 
in the packet header is analyzed for determining hops and enforcing restrictions 
on the packet) 

"(a) if the additional data has a first state, prohibiting transmission of a 
copy of data in the packet to any second destination address; and" ([01 15]- 
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[01 17], the packet received at the second device determines according to the 
additional data that the packet is in a first state being that it is prohibited from any 
transmission outside the first device and the second device accordingly prohibits 
further transmission) 

"(b) if the additional data has a second state, prohibiting transmission of a 
copy of data in the packet to any second destination address other than a second 
destination address within a domain that also includes the first destination 
address" ([01 1 5]-[01 1 7], when the second device receives the packet and 
determines according to the additional data that the packet is in a second state 
being that transmission is allowed but also prohibited from transmission to 
devices not within a set region, the second device will accordingly prohibit further 
transmission when it is determined the next hop for the packet to be routed to is 
not a physical location within a specified region, where the destination of the 
packet determined in the packet header is a determining factor in the hops). 

Regarding claim 13, the claim is rejected for the same reasons as claim 
4 above. 

Regarding claim 14, the claim is rejected for the same reasons as claim 

7 above. 

Regarding claim 15, the claim is rejected for the same reasons as claim 

8 above. 
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Regarding claim 16, the claim is rejected for the same reasons as claim 
9 above. 

Regarding claim 17, Roese discloses "the method of claim 14 wherein 
the method includes determining whether the second physical location is 
physically remote from the first physically location by reference to whether the 
second destination address is served by a common firewall with the first 
destination address ([0098] describes combining the use of a firewall with the 
physical locations of the devices, where it states a firewall makes determination 
of packets into and out of a network). 

2. Claims 1 9-21 and 24 are rejected under 35 U.S.C. 1 02(e) as being 
anticipated by Levy (US 2001/0044899 hereinafter '899). 

Regarding claim 19, '899 discloses "a method wherein content is divided 
and collectively represented by plural packets of data, each packet having first 
and second portions," ([0035] packetizing the content into a header portion with 
watermark commands based on the watermark payload in the body portion) "the 
first portion of each packet including a divided part of the content, the method 
including obtaining an identifier of said content, and including said content 
identifier in the second portion of each packet" (the body portion including the 
watermark payload is the first portion, the header portion including watermark 
commands is the second portion). 
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Regarding claim 20, '899 discloses "the method of claim 19 wherein said 
obtaining includes examining a previous representation of said content that has 
an identifier associated therewith" ([0022]-[0023] states detecting a watermark 
and extracting content identification information used in transmarking for 
preservation of the watermark) 

Regarding claim 21, '899 discloses "the method of claim 19 wherein the 
packets comprise IP packets," ([0039] streaming Internet broadcasts utilize 
TCP/IP) "each having a body portion as said first portion, and a header portion as 
said second portion, said header portion including address information in addition 
to said content identifier" ([0035] packetizing the content into a header portion 
with watermark commands based on the watermark payload in the body portion). 

Regarding claim 24, '899 discloses "the method of claim 19 that further 
includes reading the content identifier from the second portion of one of said 
packets to identify content represented by data in the first portion" ([0035], a 
packet header containing watermark commands based on the watermark 
payload). 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

4. Claims 1, 10, 18, 25-26, and 28 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Roese et al. (US 2003/0217122 A1 hereinafter Roese) 
in view of Levy (US 2001/0044899 hereinafter '899). 

Regarding claim 1, Roese discloses "a method of enforcing geographical 
restrictions on content redistribution in a TCP/IP network, an improvement 
comprising defining a geographical boundary across which certain content does 
not pass, wherein said boundary is defined-at least in part-by a hardware 
firewall device" ([0098], [01 15]-[01 18], Fig. 6, where [0098] describes the use of 
firewalls with devices sending and receiving content information, [0117] 
describes preventing the data from being transmitted at the point of transmission 
or at the point of reception depending on assigned restrictions of the data). 

"determining whether an IP packet should be regarded as conveying 
content that should not cross said boundary, by reference to flag bits included in 
the header of said packet" ([0115]-[0118], Fig. 6, where step 620 in Fig. 6 is 
where data being transmitted is tagged with information about a boundary 
restriction, and [01 16] describes the tagged information being conveyed in the 
data packets being transmitted such that a device receiving the packet may 
appropriately restrict the packet upon analyzing). 

But, while Roese states that a system determines the location sensitivity of 
data to be transferred and placing additional data in a generated packet to 
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identify restriction information at receiving devices ([01 16]), Roese does not 
explicitly state placing the additional data as a packet header containing flag bits 
being "related to the payload of a watermark in the content". However, '899 
discloses transmarking video entertainment data to preserve the use of a video 
entertainment data digital "watermark in the content" when modifying the signal 
of the video entertainment data including packetizing the video entertainment 
data ([0012H0013], [0015], [0019]). 

'899 teaches that a watermark is first detected ([0022]) in an original 
embodiment of the data and information such as copy control parameters and 
content identifiers are extracted ([0023]). Subsequently, the detected watermark 
signal may or may not be removed ([0026]), and a second watermark is then 
added based on the first detected watermark ([0029]) where the second 
watermark is adapted to work in the intended environment ([0033]) such as a 
packet-based communication channel, where a packet header with information 
pertaining to a watermark payload in each packet is generated ([0035]). 

Therefore, it would have been obvious to a person of ordinary skill in the art 
at the time the invention was made to combine the teachings of '899 for 
preserving watermarks of digital content during transmission in a packet-based 
communication channel via transmarking an initial digital watermark of the 
content into watermark payloads in each packet with additional data placed in 
each packet header based on the watermark payload with the teachings of 
Roese for modifying packets with additional data based on tags, such that the 
additional data may convey restriction information on the data in the packets for 
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devices to determine whether to prohibit or allow transmission of packets. One 
would have been motivated to do so to provide restriction on content as intended 
free from malicious user intervention by referring to a payload of a watermark in 
the body data to determine the usage rules in a packet header, where Roese 
seeks to provide secure restriction on usage of content and a watermark securely 
provides restriction information hidden from a user. 

Regarding claims 10 and 18, Roese teaches the method of claim 4 and 
1 1 as described above, but Roese does not explicitly state "wherein said 
additional data is related to the payload of a watermark encoded in the body 
data". However, placing header information containing flag bits related to a 
watermark has been analyzed as in claim 1 above. 

Regarding claims 25-26 and 28, Roese teaches the use of a tag for 

defining boundaries as described in paragraph 115, where paragraph 116 states 
"the server generating a data packet to transport the data over the network can 
add this tag while generating the data and/or packet", Roese states in paragraph 
1 1 7 "a device within system 1 00 and/or the data itself determines (step 625) 
whether the data is outside the permitted location(s)" and paragraph 98 teaches 
the device limiting the packet transmission in system 100 of Fig. 1 being a 
firewall, where paragraph 98 states "firewalls are primarily computer programs 
designed to analyze packets and, from that analysis, make a determination as to 
whether packet transmission into or out of the network is permitted". Therefore, 
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data added to the packet based on the tag during generation of the packet 
includes the given additional data, where the firewall may analyze the body or 
header of the packet received, it is understood that both placing additional data in 
the header and/or the packet is taught such that the firewall has means to 
properly analyze the additional data of the packet to determine restrictions. 

But, Roese does not explicitly state "extracting restriction information from 
header data conveyed with the video entertainment" or "discerning the restriction 
information by reference to data decoded from digital watermark information 
hidden within the video entertainment" and "including data indicating said 
ascertained restriction information in header portions of each of said IP packets". 

However, '899 discloses transmarking video entertainment data to be 
preserve the use of a video entertainment data digital watermark when modifying 
the signal of the video entertainment data including packetizing the video 
entertainment data ([0012]-[0013], [001 5], [001 9). '899 teaches that a watermark 
is first detected ([0022]) in an original embodiment of the data and information 
such as copy control parameters and content identifiers are extracted ([0023]). 
Subsequently, the detected watermark signal may or may not be removed 
([0026]), and a second watermark is then added based on the first detected 
watermark ([0029]) where the second watermark is adapted to work in the 
intended environment ([0033]) such as a packet-based communication channel, 
where a packet header with information pertaining to a watermark payload in 
each packet is generated ([0035]). Additionally, '899 discloses converting a 
header of the video entertainment data into a watermark ([0016]) such that a 
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watermark payload and packet header pertain to the header of the video 
entertainment data. 

Therefore, it would have been obvious to a person of ordinary skill in the 
art at the time the invention was made to combine the teachings of '899 for 
preserving watermark and header information of a video entertainment data by 
placing information pertaining to the watermark and header data into the packet 
header with the teachings of Roese for placing tag information into the header of 
the packet based on the data packetized to enforce geographical limitations on 
exchanging the data. One would have been motivated to do so to provide 
restriction on content as intended free from malicious user intervention by 
referring to a watermark in the data to determine the usage rules, where Roese 
seeks to provide secure restriction on usage of content and a watermark securely 
provides restriction information hidden from a user. 

5. Claim 22-23 is rejected under 35 U.S.C. 103(a) as being unpatentable 
over Levy et al. (US 2002/0186844 hereinafter '844). 

Regarding claims 22-23, '899 discloses the method of claim 19 as 
described above, but does not explicitly state the use of a file allocation table with 
preserving content identifiers in each non-contiguous block. However, OFFICIAL 
NOTICE is taken that storing data as non-contiguous blocks onto a storage 
medium and association by an allocation table was well known and would have 
been obvious to try for the purpose of storing data onto a medium containing 
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enough space but only non-contiguous space due to prior storage of unrelated 
data blocks and further the use of a file allocation table for the proper 
reconstruction of the data blocks, and where '899 states preserving the 
watermark of the content in each packet when data is broken into non-contiguous 
blocks during packetization ([0035]), it would have been obvious to also preserve 
the watermark in each non-contiguous block when the data is broken into non- 
contiguous blocks and stored in a storage medium. 

6. Claim 27 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Roese et al. (US 2003/0217122 A1 hereinafter Roese) in view of Levy (US 
2001/0044899 hereinafter '899) and in further view of Levy et al. (US 
2002/0186844 hereinafter '844). 

Regarding claim 27, Roese and '899 teach claim 25 as disclosed above, 
but do not explicitly teach obtaining restriction information from a remote 
repository. However, '844 states the use of obtaining a content identifier from a 
video entertainment data digital watermark using the content identifier to retrieve 
usage restrictions imposed on the video entertainment data from an external 
database ([0025]-[0026], Fig. 1 ). Therefore, it would have been obvious to a 
person of ordinary skill in the art at the time the invention was made to combine 
the teachings of '844 for obtaining restriction information from a remote 
repository associated with the video entertainment data via a content identifier 
determined by the digital watermark with the teachings of Roese and '844 where 
restriction information based on data to be transmitted imposing geographical 
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limitations is placed in the header of a packet. One would have been motivated to 
do so to further improved the teachings of '844 for using a digital watermark 
embedded in video entertainment data whereby accessing restriction information 
pertaining to the digital watermark that may not have been entirely contained 
within the digital watermark so as to provide a option of updating of the restriction 
information a remote database. 
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